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Viewpoint  

Going Phishing for Bigger Fish  

If you have been involved or even thought that you have been in what turns out to be an 

illegal tax shelter, then you know that there is really no way to quantify the amount of stress and 

energy involved in resolving such matters. However, denial does not move the matter ahead any. 

Instead, it makes you take giant leaps backward. Well, it appears that hackers are now targeting such 

individuals in an attempt to make their lives even more miserable.  

But let's back up for a moment. For all that the IRS says that it's trying to move ahead in the 

21
st

 Century, the IRS is certainly not technologically savvy. It is trying to accomplish some 

transactions via e-file. However, in my opinion, the IRS has achieved limited success. Consequently, 

if the IRS is trying to notify you of disagreements that it has with your tax strategies, it's going to be 

the old-fashioned way, e.g., the U.S. mail. It will not be via an e-mail.  

That brings us to the topic of today. It is called "whaling". It is when hackers go phishing for 

"big fish", such as high level executives. Apparently, a Chinese hacker is sending, of all things, 

Notices of Deficiency allegedly from the United States Tax Court. In order for you to download your 

Notice of Deficiency, you have to click a link. By doing so, you are not connected to the United 

States Tax Court but instead spyware is loaded onto your system. The funny thing about these emails 

is that there are always glaring typographical errors such as it will state "United State" Tax Court. 

However, if someone already has concerns, they may be rash to jump to conclusions.  

If you or someone that you know is in this situation, don't fall for damaging emails 

containing viruses. Call me, and together we'll start a dialogue with the IRS, and later, of course, with 

the State, so that your tax issues actually get resolved and not compounded.  
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